UH®OPMALIMOHHAS AMSITKA
JIJ1S1 OBYUAIOLUXCS

C KaXJIbIM rOJI0M MOJIOJIC)KU B UHTEPHETE CTAHOBUTHLCS OOJIbIIE, a MIKOJIHHUKH OJTHH
U3 CcaMbIX aKTHBHBIX IOJb30Barelieli PyHera. Mexay TeM, ITOMHMO OTIPOMHOTIO
KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HECET U MPOOJIEMBbl. JTa MaMsITKa JTOHKHA TTOMOYb
TeOe 0e30IIacHO HAaXOIUTHCS B CETH.

KoMmnbrorepHbie BUPYChI

KoMmnproTepHblli  BHPYC - OTO Pa3sHOBHIHOCTh KOMIIBIOTEPHBIX IPOrPAMM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOM SBJSIETCS CIIOCOOHOCTh K pa3MHOXKEeHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOT'YT OBPEIUTh WJIM MOJHOCTbIO YHUUTOXKUTH BCE (hailyibl
U JlaHHBbIE, MOJKOHTPOJbHBIE IIOJB30BATENI0, OT HMMEHH KOTOpPOro Oblia 3amylieHa
3apakeHHas IpOrpaMma, a TaKXKe IOBPEAUTh WIH Ja)KE€ YHHUYTOXUTH OIEPALMOHHYIO
CUCTEMY €O BceMHu (ailmamMu B 1eoM. B GONBIIMHCTBE CllydyaeB paclpOCTPAHSIOTCS
BUPYCBHI U€pe3 UHTEPHET.

MCTOI[BI 3al0UThI OT BPCAOHOCHBIX ITPOTrpaMM:

1. Hcnonb3yii COBpPEMEHHBIC OINEPAIMOHHBIE CHUCTEMbI, UMEIOIIUE CEPhE3HbIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX MTPOTPaAMM;

2. IlocTosiHHO ycTaHaBIMBai mautu (UGPOBBIEC 3aINIATKH, KOTOPhIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C IIEJbI0 JOpPabOTKM MpOTpaMMbl) M JIpyrue OOHOBIIEHHUS CBOEH
onepanuoHHOM cuctembl. CkaunBail WX TOJIBKO ¢ opuIMaIbHOTrO caifta paspadorunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYECKOro OOHOBIIEHUS, BKITIOUYH €T0;

3. Paboraii Ha CcBOoeM KOMIBIOTEpE TOJI TpaBaMU TMOJb30BATENsA, a He
aAMUHUCTpAaTOpa. OTO HE TMO3BOJUT  OOJIBIIMHCTBY BPEJOHOCHBIX  IMPOTPaMM
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Mcrionb3yil aHTUBUPYCHBIE MPOTPAMMHBIC TTPOTYKThI M3BECTHBIX MPOU3BOIUTENICH,
C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanub (pU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHEIIHUE HOCUTENIM MH(GOPMALIMK, TaKue Kak ¢uiellika, JUCK Win Qaiin
Y3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (Pailsibl, MOTYYEHHBIE U3 HEHAJEHKHBIX UCTOUYHUKOB.
Haxke Te (ailiabl, KOTOpbIE MpHCIal TBOW 3HAKOMBIN. Jlydlle yTOuHU y HEro, OTIpPaBIIsiI
71 OH TeOe ux.



Cern WI-FI

Wi-Fi - 310 He BUJ niepeiauu JaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIb OPeHI, MapKa.
Eme B 1991 rony nuaepnanjickas kommanus 3apeructpupoBana Oopenn "WECA", yto
obo3nauano cnoBocouetanue "Wireless Fidelity", xoTopwiii mepeBoauTCs — Kak
"OecnpoBoIHAS TOYHOCTB".

Jlo Hamiero BpeMeHH Jomia Apyras adOpeBwaTypa, KOTOpas SIBIISICTCS TaKOW XKe
TexHoJiorue. 1o abbpeBuatypa "Wi-Fi". Takoe Ha3zBaHue ObLJIO JTaHO C HAMEKOM Ha
CTaHIapT BBICIICH 3BYKOBOW TexHukM Hi-Fi, uro B mepeBojme oO3HauaeT '"BBICOKas
TOYHOCTB".

Jla, GecrutaTHBIM HHTEPHET-OCTYT B Kade, OTEISIX U adpOTOPTax SABISETCS OTIMIHOM
BO3MOXKHOCTBIO BBIXOJJa B HWHTepHeT. Ho MHOTHME DOKCHEpTHl CUWTAIOT, YTO
obmenoctynusie Wi-Fi ceTu He SIBISIOTCS O€30MaCHBIMU.

CoBeThl 110 0€301TaCHOCTH pabOTHI B 00IIEIOCTYITHBIX ceTax Wi-fi:

1. He nepenasaii cBoto jnunyro uHbopMaiuio depe3 oduieaoctynuasie Wi-Fi cetn.
PaboTas B HUX, KeJIaTeIbHO HE BBOJUTH NAPOJIHU JOCTYTa, IOTUHBI U KaKHe-TO HOMEPA;

2. Wcnonb3yii 1 OOHOBIISAM aHTUBUPYCHBIE NMPOTpaMMbl U OpaHamayep. TeM cambiM
ThI 00€30MaCHUIITb ce0sl OT 3aKa4YKU BUPYCa Ha TBOE YCTPONCTBO;

3. Ilpu ucnonn3zoBanun Wi-Fi otkmoun ¢yskuuo "OO0mmit goctyn k ¢aiinam u
npuntepam". JlaHHas (QYHKIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHMs B paboTe min yueoe;

4. He ucnonp3yit nyommunbiii WI-FI ns mepenaum nuyHbBIX TaHHBIX, HApUMED IS
BBIXO/Ia B COI[MAJIBHBIE CETH WX B JIEKTPOHHYIO MTOYTY;

5. Ucnonw3yli Tosibko 3amuiieHHoe coequuenne yepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEeHHO "https://";

6. B wmoOwnsHOM Tenedone otkiaroun QyHkiuio "Tloaxkmrouenne k- Wi-Fi
aBromatuyecku". He qomyckail aBTOMaTHYECKOTO MOAKIIOYEHUSI YCTPOUCTBA K ceTsiM Wi-
Fi Ge3 TBoero cornacus.



COHI/IaJ'II)HI)Ie ceTn

COHI/IaJILHI)Ie CCTHU aKTHMBHO BXOJAT B HAIlly ) XM3Hb, MHOTHC JIFOJAH pa6OTaI-OT H JKUBYT
TaM IIOCTOJAHHO, a B Facebook YKC 3apCrUCTpUpOBaH MWJIJIMAPA YCIIOBCK, YTO ABJIACTCA
OI[HOﬁ Ce,HBMOﬁ BCE€X JKUTEJCH IaHeThl. MHOTHE MOJIb30BAaTECIU HE ITIOHMMAIOT, 4YTO
I/IH(bOpMaHI/IH, pa3sMCIICHHAA HMH B COHOUAJIBHBIX CCTAX, MOXKCT OBITH HaﬁHCHa u
HCIIOJIb30BdHA KEM YI'OJHO, B TOM YHCJIC HC 00s13aTeNBHO ¢ OJIaruMHu HaMCPCHUAMU.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH B CONHUAJIBHBIX CCTAX:

1. Orpannub crnucok npy3eil. Y TeOs B ApY3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amminaid cBOK 4YacTHYIO *kU3Hb. He yka3biBail maponu, TeneoHsl, aapeca, AaTy
TBOETO POXACHUA M JAPYTyl0 JHUYHYIO HMHQOpMAIUIO. 3JI0YMBIIUIEHHUKA MOTYT
UCIOJIb30BaTh Jake MH(OPMALIUIO O TOM, KaK Thl M1 TBOU POJIUTENHN IJIAHUPYETE MPOBECTH
KAHUKYJIbI;

3. 3amumiai cBO penyTaluio - Iep>KU €€ B UUCTOTE U 3a/laBail ce0e BOIpPOC: XOTeEl
Obl Thl, YTOOBI APyTrHe MOJB30BAaTENN BUIEIH, UYTO Thl 3arpyxaemb? [loxymail, npexae
YeM 4TO-TO ONyOJIMKOBATh, HAIIUCATh U 3arPY3UTh;

4. Eciii TBI TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE PEaJIbHOE
UM U JPYTYIO JINYHYIO UH(OPMAIMKU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eObl U MPOYEE;

5. W30Gerait pasmemenuss ¢dororpaduii B MHTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, TT0 KOTOPOH MOKHO OTIPEEINTh TBOE MECTOIOJIOKCHHE;

6. Ilpu peructpanmu B COIMATBHOM CETH HEOOXOJMMO WCIOJIb30BATh CIIOKHBIC
MapoJI, COCTOAIIME U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jlng couuMalbHOW CETH, MOYTHl W JAPYTMX CAWTOB HEOOXOIMMO HCIIOIh30BaTh
pazuble maponu. Torga eciu TeOs B3JIOMAIOT, TO 3JIOYMBINUICHHUKU MOJyYaT AOCTYM
TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3sy.



:‘)JIeKTpOHHI)Ie JCHbI'N

QHGKTPOHHI)IG JCHBI'H - 3TO OYCHb y,Z[O6HI>II>’I crroco0 HJIaTC)I(efI, OJHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IIOJIYUHUTL 3TH JICHbI'U.

BHeKTpOHHBIe ACHBI'M ITIOABUJIMCH COBCEM HCIABHO U KMCHHO H3-3a4 3TOI'O BO MHOTHX
rocyaapCrBax 40 CHUX IIOp HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKUMOHMPYIOT U O HUX YK€ IMPONKHCAHO B 33aKOHE, TNIE UX
pa3fesA0T Ha HECKOJIBKO BUIOB - AaHOHMMHBIE M HE aHOHUMHBbIE. PazHuIla B TOM, 4TO
aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOIUTh Olepaluu 0e3 uACHTU(PUKALIH
[I0JIb30BATEINS], @ B HEAHOHUMHBIX MICHTU(UKALMS TT0JIb30BATENS SIBISETCS 00513aTEIbHOM.

Takke cneayer pa3nuyarh 3JIEKTPOHHbIE (PUATHBIE NEHBIU (PaBHBI TOCYJAPCTBEHHBIM
BaJIFOTaM) U AJIEKTPOHHbIE HE(PHUATHBIE IEHBI'M (HE paBHbI TOCYJapPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30IACHOIN padOTe C AIEKTPOHHBIMU JE€HbIAMU:

1. IlpuBsiku K cueTy MOOWIIbHBIN Teae(POH. ITO CaMblil yIOOHBINA U OBICTPBIN CIIOCOO
BOCCTAaHOBUTH JOCTYN K cuery. [IpuBsizanHbIi TenedoH momoxkeT, ecnu 3a0yemb CBOU
IUTATEKHBIM NApOJIb WIK 3aiIeIIb HAa CAlT C HE3HAKOMOI'O YCTPOHCTBA;

2. Hcnonp3yi ogHOpa3oBeie naponu. Ilocne nepexona Ha yCUIEHHYIO aBTOPHU3ALUIO
TeOe yxe He OyJIeT YrpoKaTh OMAaCHOCTh KpaXKu MJIM MepexBaTta IIaTeKHOTo MapoJis;

3. BriGepu cnoxHbiii nmaposb. [IpecTynmHukam OylieT HE MPOCTO YrajaTh CIOXKHBIM
napoJib. HaznexxHele maposiu - 3TO Mapoi, KOTOPBIE COJIEpPXKAT HE MEHee § 3HAKOB M
BKJIFOYAIOT B Ce0sl CTPOYHBIE U MTPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TaKHE
KaK 3HaK jJosuiapa, GyHTa, BOCKIUIATeIbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSICIIb.



3HeKTp0HHaH mo4dra

DNeKTpOHHAs TIOYTa - 3TO TEXHOJOTHUS U MPEAOCTABIIIEMbIE €10 YCIYTH M0 MEePEChLIKE
U TOJYYEHHUIO DJIEKTPOHHBIX COOOIICHHM, KOTOpBIE pacHpelessitoTcsl B KOMITbIOTEPHON
cetu. OOBIYHO JJIEKTPOHHBIA TIOYTOBBIM SIIMK BBITJSIUT CIEAYIOIIMM 00pa3oM:
UMs_TI0JIb30BaTENSI(@UMSA_JoMeHa. Takke KpoMme Mepefadyd MPOCTOro TEKCTa, MUMEETCS
BO3MOXHOCTh Mepe/1aBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30MMaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hago BBIOpaTh MpaBWIIbHBIN MOYTOBBIM cepBUC. B HMHTEepHETE €CTh OrpOMHBIN
BbIOOp O€CIIATHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIyYllle JOBEPATh TEM, KOI'O 3HACIIb U
KTO IIEPBbIM B PEUTUHIE;

2. He yka3bIBaii B JIMYHOM MouTe JU4HYI0 HHpopManuio. Hanpumep, myudie BeIOpaTh
"My3bIkanbHbIN  paHaT@" win "pok2013" BmecTo "Temal3";

3. HMcnonp3yil ABYXATalHYyK aBTOpPHU3AllMI0. DTO KOTrJa IMOMHMMO Tapojisi HYXKHO
BBOJUTH KOJ, MpUChUIaeMblii 0 SMS;

4. BoiOepu clOXHBIA Maposib. [ KaXa0ro MOYTOBOTO SIUKA JIOJKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOYKHOCTB HalucaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH ATy
BO3MOKHOCTb;

6. HMcronb3yli HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBBIi JUIsl YaCTHOM IEPENHCKU C
aapecataMH, KOTOPBIM Thl JOBEpsSEllb. JDTO 3JIEKTPOHHBIM aApec HE HAJ0 HCIIOIb30BaTh
IpU PETUCTpaLMU Ha popyMax M caiTax;

7. He oTkpbIBail ¢aityibl 1 Jpyrue BIOKEHHUS B MUChMaX, Ta)Ke €CIM OHH MPHUIILINA OT
TBOUX Jipy3el. Jlydille yTOUHU y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TH (haiibl,

8. Ilocme okoHuaHus pPabOTHI Ha IMOYTOBOM CEpPBHICE TEpe] 3aKPBITHEM BKJIAIAKU C
caiiToM He 3a0y/b HaKaTh Ha "BeriiTn".



KubepOyJuIMHT WM BUPTYyaJibHOE U31eBaTeJIbCTBO

KubepOyumHr - mpecieioBaHue COOOUICHUSIMU, COJACPKAIIMMHU OCKOpPOIeHMUS,
arpeccuio, 3amyruBaHHe; XYJIMTaHCTBO; COIMAIbHOE OOWKOTHPOBAaHUE C TOMOUIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 0OPHOE C KNOEPOYIITUHTOM:

1. He Gpocaiics B 60ii. JIyamuii crmoco0: mocoBeTOBATHCSA Kak ce0st BECTH H, €CJIA HET
TOT0, K KOMY MOKHO OOpaTUTHCSI, TO BHAYalle YCIIOKOUThCS. ECIIM ThI HAYHENIh OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO eIIle OOJIbIIE pa30kiKellb KOH(DIUKT;

2. Yupasnsii cBoell kubeppenyTauuei;

3. AHOHUMHOCTBH B ceTH MHHMas. CyIleCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKAyHTOM,;

4. He cTouT BECTH XyJHMIraHCKU o0pa3 BUpPTyalbHOU ku3HU. IHTEpHET PuKkcupyer
BCE TBOM JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTENIbHO;

5. Cobinroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit enuHu4HbIM HeraTuB. OIHOpA30BbIE OCKOPOUTENBbHBIE COOOIICHUS
Jydiie UrHopupoBaTh. OOBIUHO arpeccus MpeKpaiaeTcs Ha HadyaabHOW CTaIuu;

7. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUSMHU, B
COIIMAIBHBIX ~ CETAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHUN C
ONPENICIICHHBIX aJPECOB;

8. Ecnum T1bl cBuaerenbs kuOepOyminHra. TBOWM JEWCTBUS: BBICTYIUTh MPOTUB
peciieI0BaTeNsl, IOKa3aTh €My, YTO €r0 JEHCTBHS OLICHUBAIOTCS HETATUBHO, MOJIEPKATh
KEPTBY, KOTOPOH Hy)XHa ICHUXOJOTHYECKasi MOMOIb, COOOIIUTh B3pPOCIBIM O (aKTe
arpecCUBHOIO MOBEJICHUS B CETH.



MoOuabHbIN TeaepoH

CoBpeMeHHbIE CMapTQOHBI W IUJIAHIIETHl COJAEpPKAT B ceOe BIOJHE B3POCIBIN
(GyHKIIMOHAN, U Telepb OHU MOTYT KOHKYpPHPOBATh CO CTAllMOHAPHBIMU KOMIIBIOTEpaMHU.
OpnHako, CpeaCTB 3alIUTHI 711 TOJOOHBIX YCTPOMCTB MOKA OYeHb Majo. TecTupoBaHHE U
MOKMCK YS3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak ais [IK, To xe camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

COBpCMCHHBIe MOOMIILHBIC 6pay3epLI YKC IIPAKTHYCCKU JOTHAJIM HACTOJIBHBIC
dHAJIOTH, OJHAKO PpaCIIUupPCHHC (l)YHKHI/IOHaJIa BJICUET 3a COOOH 6OJ'II>HIYIO CJIIOKHOCTb H
MCHBIIYIO 3alIIUIICHHOCTD.

I[aJIGKO HC BCC TIIPOU3BOAUTCIIM  BBIITYCKAIOT O6HOBJICHI/IH, 3aKPbIBAIOIIUC
KPUTHYICCKUC YA3BUMOCTHU OJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 OE30IMaCHOCTH MOOMIIBHOTO TesieoHa:

Huyero He siBnsieTcs mo-HacrosimieMy OeciuiaTHbIM. Byab ocToposkeH, Belb Koraa
TeOe MpeasiaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TUIATHBIE
YCIIYTH;

Hywmaii, pexnae yem otrnpaBuTbh SMS, ¢boTo win Buieo. Thl TOYHO 3HACIIID, TJI€ OHU
OyayT B KOHEYHOM UTOTE?

HeoOxoaumo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Hcnonb3yil aHTUBUPYCHBIE POrPaMMBbl JJI1 MOOMIIBHBIX TEJIE(POHOB;

He 3arpy>1<a171 MPHUIIOKCHUA OT HCU3BECCTHOTO MCTOYHHKA, BEAb OHU MOT'YT COACPIKATD
BPCAOHOCHOC ITPOIrpaMMHOC OGecnequHe;

[Tocne Toro Kak Thl BBIIJCIIb C CaiiTa, I7i€ BBOAWI JUYHYIO MH(OpPMAIUIO, 3aiii1 B
HACTpOWKH Opay3epa u yaanu cookies;

[leproguyecku NpoBepsii, KAKUE IIIATHBIE YCIYTH AKTUBUPOBAHbBI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEp MOOMJIBHOTO Tejie(poHA TOJBKO JIIOASM, KOTOPBIX Thl 3HACLIb U
KOMY JIOBEpSEIIb;

Bluetooth momxeH ObITH BBIKJIFOYEH, KOTJla Thl UM HE MoJib3yelibcs. He 3a0biBait
WHOTJIa MPOBEPSTH ITO.



Online urpsi

COBpCMCHHLIe OHHaﬁH-HFpLI - 9TO KpPACOYHBIC, 3aXBATbIBAIOIIHWC PAa3BJICYHCHUA,
O6T)C,Z[I/IHHI-OHIHC COTHHU TBICAY YCJIOBCK II0 BCCMY MHUDPY. I/II‘pOKI/I HCCIICAYIOT ,HaHHLIﬁ M
MHUp, O6HlaI-OTC5I Apyr C ApYyroM, BBIIIOJIHAIOT 3adaHUS, CpaKAar0TCAd C MOHCTpaMHU H
IMOJIYy4YarOoT OIIBbIT. 3a YAOBOJIbCTBUC OHU IIIATAT: IIOKYIIAIOT JUCK, OIINIAYHUBAIOT a0OHEMEHT
NN HpI/IO6peTaI-OT KaKHC-TO OIIIIMH.

Bce sty cpencrBa MayT Ha IOAACP)KAHWE W PAa3sBUTUE WUIPHI, 4 TAKXKE Ha camy
0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3ALMM, BBIIYCKAIOTCS HOBBIE MaT4M
(undpoBbIe 3aMIaTKU AJIs IPOrPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,ZIO6HI)IX HUrpax CTOUT OIIaCaThbCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKU
TBOCTO I1apoJIsi, HA KOTOPOM OCHOBAHA CUCTEMaA aBTOPHU3AIIUN OOJBIIMHCTBA Hrp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOT'0 aKKAYHTaA:

1. Ecnmu gpyroit urpok BemeT cels IUIOXO MM co3/1aeT TeOe HENpHSATHOCTH,
3a0JIOKMPYH €ro B CIIMCKE UTPOKOB,;

2. Iloxamyyics aaMUHUCTpAaTOpaM MIPbHl Ha IUIOXO€ IOBEACHUE OTOTO WIPOKA,
YKEJIATEIbHO IPWIOKUTH KaKUE-TO IOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yxa3bIBail TnuHy0 HHGOpMALIMIO B IpOo(daiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuIuanbHble aTYM U MOJIbI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxe BO BpeMsl UIPbl HE CTOMT OTKIIIOYATh aHTUBUpPYC. [loka ThI Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3UTh.



OUIIUHT WIN Kpazka JIUYHbIX JaHHbIX

OObIYHON Kpakel JEHEr U JIOKYMEHTOB CETOAHS YK€ HUKOIO HE YJIWBHIIbL, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTHM 3JIOYMBIIUICHHUKH TEPEMECTHINCh B HHTEPHET, U
IPOJIOHKAIOT 3aHUMATHCS " TFOOUMBIM" JIEJIOM.

Tak mosBWIACh HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DHUINWHT, TIIaBHAS
IIeJIb KOTOPOTO COCTOWT B TMOJYYCHHH KOH(MUICHIMAIBHBIX ITaHHBIX IOJH30BATENCH -
JIOTMHOB U Taposiel. Ha anriuiickom s3bike phishing untaercs kak ¢ummHr (ot fishing -
pBIOHAs OB, password - mapoJb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBouMm akkayHTOM. Eciu Thl mojmo3peBaelib, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHPOBATh €€ U COOOITUTh aIMUHHCTpATOpaM pecypca 00
3TOM KaK MOYKHO CKOpE€;

2. HCHOJIIBYﬁ Oe3omacHbIe BC6-CaﬁTBI, B TOM YHCJIC, HHTCPHCT-MAI'a3HMHOB H
ITONCKOBBIX CHUCTCM,

3. Wcnonb3y# clioxkHbIE U pa3Hble apoyn. Takum oOpa3om, eciau Te0s B3JIOMaOT, TO
3JI0YMBIIIUICHHUKHU TIOJIy4aT JIOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO
BCEM;

4. Eciu Te0s B3JIOMalld, TO HEOOXOJMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe J00aBJIEHbI y TEOS B APY3bsiX, O TOM, YTO TeOS B3JIOMald U, BO3MOXKHO, OT
TBOETO UMEHHU OYyJIeT pacChlIaThCS CIaM U CCHUIKH Ha (PUIITMHTOBBIC CANTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOWIBHBIN Tene(OH;
6. OTKIIIOUM COXpaHEHHUe MapoJisi B Opaysepe;

7. He oTkpbiBaii (hailsibl ¥ Ipyryue BIOKEHUS B MUChMaX, JaXe €CJIM OHU MPUIUIA OT
TBOUX Jipy3el. Jlydille yTOYHU y HUX, OTIIPABIISUIIN JIU OHU TeOe ATU (haJbl.



Iu¢pposasi penyrauus

[Mudposas penyraius - 3T0 HETaTUBHAS WK MMO3UTUBHAs HH(GOpMAIIHs B CETH O TeOe.
KomnpomeTrupyromas wuHopMmanus, pa3MelleHHas B HHTEPHETE, MOXET CEepPbe3HBbIM
oOpa3oM oTpa3uThcsi Ha TBOeH peanbHOU >ku3HU. "lludpoBas pemyranusa" - 3T0 TBOU
UMUK, KOTOPBIXA (hopMupyeTcs: U3 MHPpopMaluu 0 Tebe B UHTEpHETE.

TBoe mecToO KHNTCJIIBCTBA, y‘le6I>I, TBOC q)HHaHCOBOG ITOJIOXKCHHUC, 0COOCHHOCTH
XapaKTepa U paCCKa3bl O OJM3KHUX - BCE OTO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSATCS K IMTyOJUKAIlMK JIMYHOW HH(pOopMauu
B VIHTEpHETE, HE MOHMMAasT BO3MOXKHBIX MMOCIEICTBUN. ThI Jake HE CMOXKEITh JTOTaaaThCsl
0 ToM, uTO ¢oTorpadus, pa3MellleHHass 5 JIeT Ha3aj, cTaja MPUUYMHOW OTKa3a MPUHATH
Te0s Ha padoTy.

KomMmenTapuu, pasmenieHue TBoux ¢ororpaduil M Apyrue JIEHCTBUS MOTYT HE
MCYE3HYTh JaXe MOCJE TOro, Kak Thl MX yJadullb. Tbl HE 3HACIIb, KTO COXPAHHWI 3Ty
MH(pOpMaLNIO, TIOMA]a JIM OHA B TIOUCKOBBIE CUCTEMBI M COXPAHWIACH JIX OHA, a TJIaBHOE:
YTO MOAYMAIOT O TeOe OKpYyXalollue JIOAW, KOTOpble HaWayT W YBUAAT 3T0. Halith
MH(}OpPMAIMI0O MHOTO JIET CITYCTSI CMOXET JII000H - Kak U3 JTOOpBhIX MOOYXIAEHUH, TaK U C
HaMEpEHUEM MPUYUHUTD BPEI. ITO MOXKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 10 3aIIUTE UPPOBOH peITyTaIUU:

1. [Togymaii, ipexe yeM 4TO-TO MyOJMKOBATh W MEpenaBaTh y ceOsi B Oyore wid B
COILIMAILHOM CETH;

2. B HacTpoiikax npoduiis ycTaHOBU OIpaHUYEHHs] Ha IPOCMOTP TBOETO MPO(UIIsL U
€ro COAEP>KUMOTO, CAENal ero TOIbKO "W npy3en”;

3. He pa3memaii u He ykas3piBail HHPOpMAIMIO, KOTOpas MOXKET KOro-iudo
OCKOPOJISITH UM OOUXKATh.



ABTOpPCKOE NPaBO

CoBpeMeHHbIE TIKOJBHUKU - AKTHBHBIE MOJB30BaTeNM HU(PPOBOrO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMHU BO3MOKHOCTSIMU LIHU(PPOBOTO
Mupa TpedyeT coOII0ICHHS MPaB HA UHTEIUICKTYaIbHYI0 COOCTBEHHOCTD.

TepmuH "HHTEIIEKTyallbHAasE COOCTBEHHOCTh" OTHOCUTCSI K Pa3IMYHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HauWHasg C HOBBIX H300pETEHHI M 3HAKOB, O0003HAYAIOUIMX
COOCTBEHHOCTh HA MPOAYKTHl M YCIYTM, W 3aKaHuYMBas KHUTaMmH, Qororpadusimu,
KUHO(QUIBMAMU U MY3bIKaJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO IMpaBa Ha HWHTEUIEKTYallbHYI0O COOCTBEHHOCTh Ha
POU3BEACHUS HAyKH, JUTEpPaTypbl M HCKycCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B
KauecTBEe rapaHTHUU TOr0, YTO HMHTEJUIEKTYaJbHBIA/TBOPUYECKUN TPy aBTOpa HE Oyaer
HaIlpacHbIM, J1ACT €MY CIPABEAJIMBbIE BO3MOKHOCTU 3apaboTaTh HA PE3yJbTaTax CBOErO
TpyJla, MOJYyYUTh U3BECTHOCTh W NMpu3HaHWe. HUKTo Oe3 pa3zpenieHus aBTopa HE MOXKET
BOCIIPOM3BOAUTH €ro MPOU3BEIECHUE, PACHpPOCTPaHATh, MYyOJUYHO JIEMOHCTPUPOBATH,
poJlaBaTb,  HUMIIOPTUPOBATh, IyCKaTb B  MPOKaT, MNYOJIMYHO  HUCIOJHSATD,
MTOKa3bIBaTh/UCHIOJIHATH B 3Qupe uiu pazmeniats B UHTEpHETE.

Hcnonb3oBanue '"mupaTckoro" MpOrpaMMHOrO OOECIICUEHUS MOMKET MPUBECTH K
MHOTUM pPHUCKaM: OT MOTEpHU JaHHBIX K TBOUM aKKayHTaMm J0 OJOKHPOBKH TBOETO
YCTPOWCTBA, I/Ie¢ YCTAHOBJICHA HejeraibHas nporpamma. He ctouT Takke 3a0bIBaTh, 4TO
CYILIECTBYIOT JIETaJIbHbIE U OECIUIaTHBIE MPOrPaMMBbl, KOTOPbIE MOKHO HATH B CETH.

O nmopraJie

CereBn4OK.p() - TBOM IJIaBHBIA COBETUYMK B CETU. 3/1€Ch Thl MOXKEUIb Yy3HaTh O
0€30MacHOCT B CETH IOHATHBIM U JOCTYIHBIM $I3bIKOM, a IpPU BO3HUKHOBEHHUHU
KPUTUYECKOM CUTyallul OOPAaTUTHCS 3a COBETOM. A TaKkKe MPHUHATh y4acTHE B KOHKypcax
Y CTaTh CaMbIM LIU(PPOBBIM I'PaKJaHUHOM!



